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1
Decision/action requested

Add a reference in TR33.809 to 3GPP TR 33.969 "Study on Security aspects of Public Warning System (PWS) including the following justification  “Some of the security solutions, constraints, and requirements studied in 3GPP TR 33.969 "Study on Security aspects of Public Warning System (PWS)"[x] may also be useful when considering security enhancement against false base stations. Specifically on the protection of the System Information (SI) broadcasts used for the PWS warning messages”     . 
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3
Rationale

Add a reference in TR33.809  to 3GPP TR 33.969 "Study on Security aspects of Public Warning System (PWS as some of the security solutions, constraints, and requirements studied in 3GPP TR 33.969 "Study on Security aspects of Public Warning System (PWS)"[x] may also be useful when considering security enhancement against false base stations. Specifically on the protection of the System Information (SI) broadcasts used for the PWS warning messages.

4
Detailed proposal

*** BEGIN CHANGES ***
Introduction
Editor’s Note: This clause contains some background information for the study. 

The present document uses the term "false base station" in general to denote wireless devices that impersonate genuine base stations. 
False base stations are also popularly known as IMSI catchers. While one of their initial attacks was to catch subscribers' IMSIs, more advancements have happened since - not only to the false base stations technologies, but also to the mobile network security. 

Today, the capabilities of false base stations vary depending upon whether the mobile network is GPRS, UMTS, LTE, or 5G. The 5G system in particular has already made significant improvements to combat false base stations, the improvements like SUPI concealment, guaranteed GUTI refreshment, protected redirections, and a general informative detection framework. There are also other security features that the 5G security inherited from earlier generations like mutual authentication between UE and network, integrity protected signalling, and secure algorithm negotiations.

Some of the security solutions, constraints, and requirements studied in 3GPP TR 33.969 "Study on Security aspects of Public Warning System (PWS)"[x] may also be useful when considering security enhancement against false base stations specifically, the protection of the System Information (SI) broadcasts used for the PWS warning messages.      

*** NEXT CHANGE ***
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